IT Governance
Infrastructure

Infrastructure,
Strategy, and Charter
Template

This is a sample of the final product
these pages are for your review only
and are protected by Janco’s copyright
PAGES HAVE BEEN EXCLUDED

Janco Associates. Inc. e-janco.com

2024



Victor
New Sample


IT Governance

>

a0 AssooiaTes, I, Infrastructure, Strategy, and Charter Template

Table of Contents

IT GOVERNANCE - INFRASTRUCTURE, STRATEGY, AND CHARTER......ccccertuueiiriveniininnniisssnnsosssnssssssnssssssnsnns 1
Benefits of IT Infrastructure ManagemENT .........oooiiiiiii e e e e e e e erar e e e e e e e e annaes 1

Base Assumptions and ODJECLIVES .....eeciiiiiiiiiiei ettt e e e e et e e e e e e e et baa e e e e e e eeaasaeeeeeeseennnees 2

N ol TN Ta Lo IV o o] [ Tor: o 11 1 AV 0SS PUPPN 2

(O] o1 L a1 oY= o o 11 ToTYo T o o 1V 28RS 2
(07073101 o] L= o TSR 3
International Organization for Standardization ...........ccceeeciiee e 3

ISO 27000 ... .eeeteeeteeeeite ettt esteeetee e taeeeteeeteeebee e taeebae e baeabee e baeebee e bae e bee e baeanee e taeeaeeetaeenteeebreenreeenn 3

IT GOVERNANCE - STRATEGY AND CHARTER STATEMENT OF AUTHORITY ...cuuuuirrveriirieensissenssissenssossnnnnns 6
Chief INformation OffiCEr (CIO) ..uuii ittt e et e et e e e et e e e e eaae e e eeabeeeeetaeeeeareeeensreaaans 6
FUNCLIONAI IT GrOUP HEAUS ..ottt e e e e et e e e e e e e e s atbareeeaeeeenasaaeeeaeesennnnnes 7

LY Yo T T=d=T oo 1T o 10 ol | SRS 8
L= OO POPPRUPPTTRPPIE 9

IT MANAGEMENT STRUCTURE .....cuueeeiiiiiiiivreississsssssnssssssssssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 10
(O] 4= T a2 YuTo) o F= 1Y o] o] fo T- Tl o USSR 10
LN o o AT =Y W I I € o 1O o TP 11
[ENTErPriSE] IT RESOUICTES ....cceieiiieieeeeeecitite e e e e e eectteeeeeeeeesataeaeeeeeeesabsaaeeaaeeesanssaaseaaeeeaansaasaeaaeesaanssraeeaens 12
FUNCLIONAI IT GIOUPS ..eeieiiiiee ittt ettt ettt ettt ettt s et e e sttt e e s ta e e s sabte e e s bbeeesntaeesabeeeeanbaeessnsaeesnseeenns 13
COMPLIANCE ........cuuueevrviniinissssnnnesssisssssssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 14
(0] o =T ot {1V PSPPSR RTPPPRT 14
RESPONSIDIILIES .uveeeiieeiiieeiee ettt st st e s beesabeesab e e sabeesabeesabeesabeesabaesareess 14

IT JOB FAMILY CLASSIFICATION.....cccceeviiiiiuunreeniisisssssnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssssssssns 16
STIUCTUIE ettt ettt et e ettt e e e e e e ettt e e e e e s e b e et e e e eee s e anb et e e eeeeeaanbbeeeeeeeesaunbabaeaaeeesansnnaeeeens 16
PERSONNEL PRACTICES.....ccuucottuuiiiinuniirinniisssniessssisssssissssssissssssissssssissssssssssnssssssnssssssnssssssnssssssnssssssnnsss 18
FOrmal JOD DeSCIIPIONS ..veiiiieiieiiieee ettt e e e e et e e e e e e et tr e e e e e e e s e naataeseaeseeenssaaeeeaaesensnsens 18

[ LT LoV =Rt 21

L= 0 411 =1 o ] o OO RPOPPRTPURPROPPNE 21
THAINING ceetiiiiiiiiiieieieietete ettt ettt ettt et e reterereteterer et ererereteeereretetereteteteterererereterererererererererererererererereren 22
gL =T T Ty =Y ] = SRS 23

(0oT oY 47 [ o ol =YY o o 1= O PP RPTPRTO 23

ERP AND OMNI COMMIERCE .........covuuuiiiieeniirinuiissnnsissssnsisssssisssssissssssissssssisssssssssssssssssnssssssnssssssnssssssnsnss 24
S A B Y e oo 25

Top 10 Best Practices for Omni Commerce Implementation..........cccceeeeeiiiiiiieeiiccccieeeee e, 26
CONTROLS ..ccoeeeiiiiciuunnnssiisissssnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnss 27
TYPES OF CONTIOIS ....eeiieeciiiee ettt e et e e e e e e et e e e e st e e e esataeeeansaaeesnsseeeenssaeesanssneesnnseeaans 27
RISKS ettt ettt sttt st s b e et e e s bt e st e st e e st e e st e e s a b e e s beesabeesbeenabeesbaesaree s 28
(6o aTa o] ] = oo 1 o SR TSSO PPPRRO 30

(o e{={T o T4 oo YU Lo [l - 11 PP PSRRIt 33
SOCIAL NETWORK ENGAGEMENT ....cuevveeiiriniiiisneiissnniesssnsissssmsissssnssssssnssssssnssssssnssssssnssssssnssssssnssssssnsnns 37
Rules for Social Network ENGagement ..........ceiiiiiiiiiiiiiiec ettt e e e e e e e e e e atae e e e e e seeannees 37

v © 2024 Copyright Janco Associates, Inc. - ALL RIGHTS RESERVED



IT Governance

>

a0 AssooiaTes, I, Infrastructure, Strategy, and Charter Template
APPLICATION DEVELOPMENT STANDARDS .........ccoviiiiiiiiiiiiiiiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 39
SAIMMY ..ttt ettt st e e et e e ettt e s bt e e et e e e b et e e R b et e e e b et e e e r et e e nhe e e e e beteeeanraeesanneeeeanraeeeennee 39
SERVICE REQUESTS ....cuuuuueeeeeeeeuuuuuueueeuusessussssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 42
POLICIES ettt et sttt et st s e e bt e st s bt e s be e st e e st e e s beesabeesbeenabeesbaenaree s 43
[ ool T TSP P PR UPPPPPPPTRROINt 43
Service Request ManagemMENT .....ccooi i 45
EQUIPMENT/SEIVICE REGUEST.....eecviiiteeeieeeteeectee et e et e eeteeete e eeteeeteeeteeebeeebeeeabessnbeeenbeseteesaseseseeenrenan 45
Problem ReSOIULION PrOCESS .....ciiiiiiiiiiiiiee ittt ettt ettt e st e e s s ee e e sate e e sabeeeesnbaeessaseaeesnseeenas 45
LOCAL AREA NETWORKS (LANS) = WI=Fl......uuuueeerrriissssnreenninisssssnnessssssssssssssessssssssssssssssssssssssssssssssssssssnns 47
Features ...
Directory Rights
File Security ....cccveveneen.

LAN Wi-Fi Standards
LAN Wi-Fi Councils and WOrKGroUPS..........uuiiiiiie ettt ettt e e etrr e e e e e e e aatae e e e e e s eeannees 50
BACKUP & RECOVERY ...ccuuvevriiieissunnesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns
Frequency Guidelines
Data Storage and Media ProteCION. .......uiii e ettt e e et e e et e e e st e e s eneeeesnaeeeeas 52
Backup Program and SChEAUIE ........oooeeeieeeeeeee et et e e e tre e e e nee e e snreeeeas 54
DISASTER RECOVERY PLAN ......uuuuiiieeeiirieiniinininiininniesssssiesssssiosssssissssssissssssiesssssssssnsssssssssssssnssssssnssssssnsnns 57
(D] o B T=TY ol T ] o o PNt 57
DRP Procedures for CritiCal DAta ......ciocueieiiiiieeeitie ettt ettt e e s rabe e e et ee e s saea e e saaeeeeas 61
L2 1ol T o B O = o = SR 61
BACKUD PrOCEAUIES. .....eiiiieieeiiieee et e etee e sttt e e ettt e e e ate e e e eatee e e staeessnsaeeaassseeeassaeessseeeaansseesassneesnsseeeans 62
D (ol TN O g =] o - I O T T TP PP 62
BUSINESS RECOVEIY PrOCEAUIES. ...ccuiiiieeieeeeeittie e ettt e e tee e sttt e e e teeessasaeeessseeesssaeesnseeeeansseesaseeeesnsseeeans 63
REQUIrEMENTS TOF RECOVEIY .....eiiiiiiiiee ettt ettt e e e e e sttt e e e e e e e ettt ae e e e e e e e naasaeseaeeeeesnsaeeeaeesennsnsees 63
RECOVEIY GUILEIINES ... ettt ettt e e e e et e e e e e e e e et baaeeeeee s e naaeaeseaeeeaansssaeeeaaesennsnsens 63
Restoring Damaged EQUIPIMENT ......eeiii ittt e e e ettt e e e e e e ettt e e e e e e e eenaasaeeeaeeeeennsbeeeaeesensansens 64
CTo o)V T VA \Y T a o Tq=T 0 =T o | APPSR PPPPPPPR 64
(0o TN 0= =T o TtV o =2 Vo 11 o =SSR 65
Lo P T oL o 1T o= Yo o V7 =SS 66
SECURITY coiiiiciennnnnsinssssssnssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 69
IT Processing Area ClassifiCation ..........cooiiiiiiie it e et e e e e e e arr e e e e e e e e annees 69
(01 1] o= 4 (o] g W O =Y <o o 1Y USSP 70
Workstations, Remote Terminals, and Wi-Fi ACCESS.....cccciviiiiiiiiiiiiiiiiiee e 73
SYSTEIMS SECUIIEY i e e 74
STAff IMEMDET SECUNILY ..vviiieeiiie ettt e et e e e et e e e ate e e e s ateeeeeatreeeeneseessnsaaeesnsreeeannes 75
NETWOIK SECUIITY ..eeiiiiie ettt e et e e et e e e st e e e e ate e e ssaseeeesssseeesnsaeesnseeeeansseeeansneesnsseeeans 78
Violation Reporting and FOIHOW-UpP........coocuiiiiiiieecee ettt ee et e e s stee e st e e e e aee e e senaaeeesntreeeeanes 79
ACCESS CONTROL - PHYSICAL SITE ......uuuevveeiiiniessssnneessisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss 80
SEPATALION OF DULIES...eeeiiiiiieiiiiee et e e e e e et e e e e e e ettt e e e e e e e eeaabbeeeeaeeeasantaaseaaeeeesnsraaeeaens 80
[T o g VA1 [T =L TP RUPPRRRPNt 80
AACCESS AT ..ttt e ettt et e e ettt e e e e e e e ettt et e e e e e h e et e e e e e e e e e aabeeeeeeeeeaaanbetaeeeeeeeanbaraeeeeeesaabrraeaeens 81
Definitions of IT ACCESS CONLIOI ZONES.....coiuiieiiiiiieeiee ettt sttt s e sttt esbe e sbeesabeesbaesaree s 83
L2 Lo =SSP 87
ACCESS CONTIOI IMELROMAS ..ottt ettt ettt e bt e sba e s saeessbaeenseesans 88

vi © 2024 Copyright Janco Associates, Inc. - ALL RIGHTS RESERVED



IT Governance

>

a0 AssooiaTes, I, Infrastructure, Strategy, and Charter Template
Levels Of ACCESS AULNOTILY ..ooooiiieeeee et e et e e e e e ettt r e e e e e e e e aaeaeeeaeesenannees 88
Protection of SUPPOItiNG ULIIITIES .....eieeeeieeeiiee ettt e e e et e e e enee e e sareeeeas 89
o 1N ol <l o o1 (<o u o] o F PP PTPPPPPPPPPPRRt 89
ACCESS CONTROL - SOFTWARE AND DATA ......uciiiiiivreuiisecissiisnnuasssssssssssmasssssssssssssnsssssssssssssnsssssssssssssnanes 93
RESOUICES 10 B PrOtECLEA ... ittt e e e e e ettt e e e e e e e eebataeeeaeeeeeaanaaeeeaaesennnsees 93
[ T (o) =] g [o =1 e L PP PSSPt 94
Classification Of Data, Software, ANd DOCUMENTALION ....uuuvureruriiiiiiiiiiiiiiiiiiiiiieiareraiererereaareereaaaararaaa——.. 95
SENSITIVE INFOIMATION. ...ttt ettt ettt et e s bt e s bt e sab e e beesbeesabeesateenbeesabesabeenseesabeens
Non-sensitive Information
ACCESS FrOmM Other FACHlITIES .. .eiiiiiieeceiieeceiee et e et e e et e e e st e e e entaeesenseeeesnsaeeeennes 96
AUthOriZation VerifiCatioN ... ...uiiiii e e e e e e e e e e e sabb e e e e e e e e e nbaaaeeeeas 99
Physical Plan Considerations
Fire ovmeieieieievevevevenenenens
Sprinklers
Emergency Shut DOWN CONTIOL.......ciiiiiiiiiiie ettt et e et e e et e e st e e e s ataeeesabeeesabaeeesseeesssaeesasseesansnaannnne 106
POrtable Fire EXTINGUISNEIS ......oiiiiiiieiiiece ettt e e e e st e e e s s ta e e eabeeesabaeeesaaeessbaeessaeeenssneannnns 106
Lo YT P PPPPPPPPPPRE 107
F AN @l oTo Ik uTo] o112 V=SS 108
BEST PRACTICES ......eeeeeeeeeeeeeeeeeeeeseeeeeeensssssesssenmessssssssessenmmssssssssesssmmsssssssssessnnssssssssssssnnnssssssssessnnnnnssnnns 109
Al Deployment BESt PraCtiCes ...uuiiiiii ittt e ettt e e e e e e e e e e e e aarae e e e e e eeennraeneas 110
OTHER TECHNICAL GUIDES ......cuuuuueiiiiiiienneniiscsssisssnnussssssssssssnmsssssssssssssnsssssssssssssnssssssssssssssnssssssssssssssnnss 111
APPENDIX c.cevveeeriiecsnisinnnunsssssssssssnmsssssssssssssassssssssssssnassssssssssssnnssssssssssssnnsssssssssssssnassssssssssssnassssssssssssnnnss 112
ClO and CTO EXPANAEd ROIES.....uuiieeiiieeeieee e citee e etee ettt e et e e e st e e e e eee e e snae e e e staeeesntaeesnseeeesnsseeeanns 112
HIPAA AUdit Program GUIE ........uuiiiiiieieeiiiiee e ettt e e e e eettte e e e e e s e e sabaeeeeeeeesanabaaaeeaeseesantssseeaeeeannnses 113
I1SO 27001 & 27002 Security Process Audit Checklist ........ccccuiiiiieiiiiiieeee e 118
Massachusetts 201 CMR 17 Compliance Checklist.........coooiuiiiiiieiiieiiiee e 139
o] o X DT ol T o] o] o -SSR UUPRRROE 142

ClO Job Description
ClO Job Description (small enterprise)
Chief Experience Officer (CXO)
Chief Compliance Officer (CCO)
Chief Data Officer
Chief Digital Officer
Chief Mobility Officer
Chief Security Officer
Chief Technology Officer
Digital Brand Manager
[ =Tot g o o T Tol o T 4 o R TP T PR PP PP 143
Employee Termination Checklist
Pandemic Planning Checklist
WWhat's INEW ...ttt ettt ettt e e s bt e e st e e e s e bt e e e sabte e e e s baeessasaeeesabbeeesnabaeesaaneaaessseeenn 144

vii © 2024 Copyright Janco Associates, Inc. - ALL RIGHTS RESERVED



>

Janco AssociaTes, INc.

IT Governance

Infrastructure, Strategy, and Charter Template

IT Governance - Infrastructure, Strategy, and Charter

[Enterprise] Information Technology (IT) is a large and diverse organization that manages the
information, internet, communication, and computer resources of [Enterprise]. This document

*
*

R

Defines the core IT Governance process and guidelines

Defines IT responsibilities that are the building blocks of a well-performing
organization

Highlights the overall guidelines and policies of [Enterprise] IT
Provides an understanding of how IT integrates with the enterprise

References additional documentation that addresses more tactical standards and
guidelines found throughout the company

Benefits of IT Infrastructure Management

IT Infrastructure management commonly supports operational functions such as system
management, change control, release management, network management, application
management, job management, and database management. Across these functions, IT
Infrastructure management provides many benefits that can result in cost savings, improved
service levels, and operational efficiencies. Benefits include:

| Coiiimo T ctaffaiman b ctamdaudia sima sacle Dalicl <y res, and
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business - such as deploying new or improved applications to increase competitive
advantage. The use of standardized infrastructure management processes can help
increase the proportion of staff time that can be used for more productive work
that can increase business value in addition to improving the service levels provided
by IT.

Higher availability and improved IT Service Management - With enterprise
operations throughout the organization increasingly depending on information
systems, system, and network availability are key IT and enterprise requirements.
While costs vary based on factors such as the nature of the applications, any
unplanned downtimes have direct costs that arise from the loss of business
opportunity and decreased end-user productivity. The use of infrastructure
management processes can reduce downtime, improve application performance,
and improve revenue opportunities for the business.
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% 1SO 27002 — The ISO 27002 standard is a renaming of the ISO 17799 standard,
which is a code of practice for information security. It outlines controls and control
mechanisms, which may be implemented subject to the guidance provided within
ISO 27001.

The standard “established guidelines and general principles for initiating,
implementing, maintaining, and improving information security management
within an organization”. The actual controls listed in the standard are intended to
address the specific requirements identified via a formal risk assessment. The
standard is also intended to provide a guide for the development of “organizational
security standards and effective security management practices and to help build
confidence in inter-organizational activities”.

%+ SO 27003 — This is a PROPOSED Standard, which has yet to be completely defined.
This will be the official number of a new standard intended to offer guidance for the
implementation of an ISMS (Information Security Management System). The
purpose of this proposed development is to provide help and guidance in
implementing ISMS. This will be a quality control standard when it is released. 1SO
27003 will focus on utilizing the Plan-Do-Act-Check (PDCA) method when
establishing, implementing, reviewing, and improving the ISMS.

What do
we do and
how?

How
should it
be?

What is
still to be
done?

o
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IT Job Families

IT Manager Family

-Clo

ITM Level 11l

IT Professional Family

ITM Level I

- Director Business Applications
- Director Systems & Programming
- Director Prod Svc Data Center

ITP 1N
- Project Manager Systems
- Project Manager (EA)

i

ITP 1l
- Project Manager Deployment
- ERP Team Lead
- ERP Architect
- Supervisor POS

ITM Level |

- Manager Application Development
- Manager Data Security

- Manager Database

- Manager Operations Support

- Manager Web Content

IT Technician Family

ITT I
- Database Administrator
- System Administrator

ITP 1
- Enterprise Architect
- Business Services Analyst
- Programmer Analyst
- Programmer
- IT Planning Analyst

IT Support Family

ITT 1l
- Data Security Administrator
- ERP Security Administrator
- ERP Technical Lead
- Shift Supervisor Operations

ITS 1l

- Customer Service Supervisor
-BYOD Support Supervisor

ITs i

- Help Desk Analyst

- KPI Analyst

- Librarian

- Change Control Analyst

ITTI
- System Programmer
- Supervisor POS
- Production Control Analyst
- Lead Computer Operator

ITS |

- PCI-DSS Administrator
- Executive Secretary

- Accounts Payable Clerk
- IT Associate

- Computer Operator

Note — We are currently developing a new job family associated with Al, Machine
Learning, Block Chain, and Large Language Models IT Professionals. Those will be
reflected in later versions of this document.

17
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Strategy

Over 80% of small to mid-sized businesses (SMB) and all large businesses focus on customer and supplier
re-engagement and channel development programs via social media. There is extreme price and value-
based competition in this arena. There is a requirement to present the outside world with more choices
and interaction capabilities.

To be successful, an ERP and/or Omni commerce implementation must adhere to certain criteria need to
be met:

tional” executive
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and are protected by Janco’s copyright
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ation Technology (IT)

nciples and

Janco Associates. Inc. e-janco.com

eman

ny changes to meet

Some businesses feel that they can continue to function effectively without a move to ERP and or Omni
Commerce — but they are mistaken as more and more businesses are driven by the Internet and direct
interaction between the “customer” and the enterprise with devices outside of the control of the IT
function.

Legacy systems are typically developed with the design concept that an application is for a single purpose.
The graphic below depicts the difference in applicant architecture for a legacy-based application versus an
ERP or Omni Commerce application.

® Q8

e v v
& A
ERP
nrtﬁigeaéﬂre % " Omni Commerce |
Architecture |
- - v v
; & -
- >
v
bt 4 i
~ -
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‘Top 10 Best Practices for Omni Commerce Implementation

10.

The Internet commerce function should be a top priority and have a business "champion"
who is pushing for it — not just the IT pros in the enterprise

Create an infrastructure strategy that addresses both traditional procedural solutions and
ones that leverage cloud-based applications. You do not have to invent — utilize the work of
others. (See IT Infrastructure, Strategy, and Charter Template --
https://e-janco.com/Infrastructure.html)

c L L c

——p products and/or
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e d minimize the
cost of new development that may not produce the results you want.

Move quickly and be "first" to the market — create a competitive advantage. A perfect
solution is not required, but rather one that works in your environment and meets all the
mandated compliance requirements.

Create a social media presence for the company and its products and/or services.
Focus on the "customer" both internal and external, they are the ones who will benefit the
most from a robust granular solution.

Utilize social media sign-in to minimize password fatigue. Surveys have found that more
than 75% of all shopping cart activity is abandoned at the sign-in step.

Design content and site flow to be device-independent. The user may start on a desktop;
move to a SmartPhone; and then complete the activity on a tablet.

Move away from the "3-column" design to the panel design. Design with "large" images as
the focal point so that the user experience is improved.

Display products and services in natural settings — not as stand-alone images. This helps to
provide reference points for the user looking at the product.

26
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The failure to implement properly a uniform set of controls can create two broad categories of

risks:

= Corruption or loss of data and/or program software; and

= Impediments to the efficient operation and management of [Enterprise].

The quality of data is paramount to the successful management of all operations. Should the
data, or the systems, that produce that data, be corrupted, whether intentionally or
unintentionally, the financial loss is highly probable.

Types of Risk

REGULATORY

ENVIRONMENTAL

Q@ﬁ
-

&

HEALTH AND
SAFETY

PROJECT AND
CHANGE

oS
g

REPUTATIONAL

Types of Risks

In addition to accur
caused by poor ope|
result in financial lo|
adversely impact [E

28
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Service Requests

Other [Enterprise] Resources

Infrastructure, Strategy, and Charter Template

v" Problem Resolution Process

v’ Equipment/Service Request Policy
v’ Standard Contracts
v

IT Service Management Policy Template - https://e-janco.com/itsm.htm

The Service Request (SR) process provides a way to manage the many users and [Enterprise] IT

activities from the time the request is initially drafted until it is completed and fully implemented

in the user environment. [Enterprise] has two forms of service requests - Equipment/Service

Requests (ESR) and the Problem Resolution Process. According to policy, ESRs are to be

completed and approved when requesting the acquisition or installation of hardware, software,
=t — * S —— , on the other hand,

This is a sample of the final product
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Defined by Business Units
Al Productivity Metrics
Favorable review by Users

Timely and Consistent Responses
Report Metrics to Business Units
Ease of Access To Help Desk

Proactive Problem Solving EES—
Quality and Speed of Help Desk Responses SSSSSm——————__ w2024 I
Charge Back for IT Services Used HES———um"m" 0 2020
Users Aware of Tools ="
Active ITSM Training Program W
ROl of Changes Defined ™=
10% 20% 30% 40% 50% 60% 0%
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Appendix

ClO and CTO Expanded Roles

The CIO and CTO have had their roles expanded as more businesses have moved to an Internet-based
environment from the traditional “brick and mortar”. The job description for these positions, which are
included as separate attachments, has been expanded accordingly.

Responsibility

Strategy and
Planning

Control

Service

Risk Management

Business Processes

Strategic IT
Initiatives

CIO and CTO Traditional Roles

Define, update, and implement IT
Strategy

e Manage IT across the enterprise

o Align IT, teams, with enterprise
performance objectives

e Control performance objectives

e Control overall technology budget

e Acquire software/hardware

o Select, manage, and control IT
providers

o Align IT risk management with IT
performance objectives

o Defer to enterprise operational
requirements

o Follow IT System Development
Methodology (SMD)

o Plan and manage strategic IT
initiatives

o Manage application portfolio

Manage IT projects

CIO and CTO Value Added Role

Align IT objectives and programs
with enterprise objectives and
strategies

Coordinate IT across the enterprise
Define KP metrics based on overall
enterprise objectives

Report performance status
Coordinate overall technology
budgets

Maximize the mix of in-house
versus outsourced providers
Establish strategic service provider
partnerships

Align IT risk management with
enterprise-wide risk management

Optimize and design enterprise
processes

Define and adjust IT standards and
technologies

Shift decisions to enterprise
operational groups

Include enterprise process
executive in IT governance

Enterprise
Infrastructure
Application:
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The job descriptions are included in a secondary directory (Job Descriptions) and not part of this
document, the pdf, or the ePub versions of it.

ClO Job Description

ClO Job Description (small enterprise)

Chief Experience Officer (CXO)

Chief Compliance Officer (CCO)

Chief Data Officer

Chief Digital Officer

Chief Mobility Officer

Chief Security Officer

Chief Technology Officer

Digital Brand Manager
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Electronic Forms

The electronic forms are included in a secondary directory (Forms) and not part of this document, the
PDF, or the ePub versions of it.

Employee Termination Checklist

Pandemic Planning Checklist
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2024

-FFeF

Added Best Practices for Al Deployment

Updated attached job descriptions to 2024 versions

Updated attached electronic forms to 2024 versions

Updated survey data to 2024 survey results includes WFH KPI Metrics data
Updated graphics

2023

Ll o ol o

Added I1SO 28000 materials

Updated attached job descriptions to 2023 versions

Updated attached electronic forms to 2023 versions

Updated survey data to 2023 survey results includes WFH KPI Metrics data
Updated graphics

2022

Ll o ol

Updated attached job descriptions to 2022 versions

Updated attached electronic forms to 2022 versions

Updated survey data to 2022 survey results includes WFH KPI Metrics data
Updated graphics

2021

+ #

+ #

Added WFH considerations
Added Job Descriptions
e Chief Compliance Officer
o Chief Data Officer
Updated attached job descriptions
Updated attached electronic forms

2020

Ll o ol o

Added materials for Pandemic Planning in the DR/BC governance section
Updated all included Job Descriptions
Updated to meet the latest compliance mandates
Added electronic forms
e Employee Termination Checklist
e Pandemic Planning Checklist
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